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Getting Started With API

This document provides the following endpoints, methods and description of apis
developed so far for mobile application called jolt.

® http://localhost:8081/Authenticate
o POST METHOD

® http:/localhost:8081/Register
o POST METHOD

API Description

Register This api allows stakeholders to provide the
functionality of user sign up and add their
details in a database from jolt mobile
application.

Authenticate Purpose of this api is to validate active users
of jolt mobile application to grant them access
to login the application and perform other
features of it.

Technical Aspect of APIS

1) Register: Following api binds payload parameters to user object and this further
goes to validation in order to check any missing values.


http://localhost:8081/Authenticate
http://localhost:8081/Authenticate

request_err := context.Bind]SON{&user

Validation applies using below statement:

user_model := models.lser{Name: user.MName, Emzil: user.Email, Password: hashpassword, PhoneNumber: user.PhoneNumber]

err := validate.Struct (user_model

It then checks for various errors raised in response to functionalities in api. After
successful insertion of record in database, a response is sent which includes user
details alongwith token string using:

response.Authentication_Controller Response[ = hitp.Status0K
response.Authentication_Controller Response[ output
response.Authentication_Controller_Respon 'S

response.Authentication_Controller_Respon

utilities.SetResponse(http.5tatus0K, response.Authentication_Controller Response, context




Example Postman Response (Registration)
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2) Authenticate: Here binding of payload parameter happens in the same way as in register api
but it only requires an email and password fields to authenticate the user. Following code
snippet is for binding parameters to User_Authentication struct:

request_err := context.Bind]SON(&user_auth

A user is then fetched from database query using code snippet:



user, emall_err := models.GetUserByEmail{user_awth.Email, user

After then password is compared based on fetched user password which is in hashed
format and using bcrypt package it validates user like:

utilities.ComparePassword([ Jbyte(user.Password), []byte(user_auth.Password))

On successfully authenticating, a token is fetched from the database which was generated at
the time of user registration to keep track of user session. This token is then processed using
jwt package to parse it using the signing method and checked for its validity and expiry.
Following snippets are sequence of preceding description:

LaetlUserTokenById{user, user_token

user_token.Token

token, _err := jwt. 5 _token *jwt.Token

token.Claims. (jwit.MapClaims); ok && token.Valid

If everything works fine and token is valid and within expiry time then user is fetched from users
table based on join condition using token id and as a response, user details with token
information is passed as response with a welcome message.
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